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PROLOGO

El presente volumen de Ciencia y Tecnologia para el Desarrollo Ambiental,
Cultural y Socioeconémico retine un conjunto diverso de trabajos que reflejan, desde
distintas miradas, la importancia de la ciencia y la tecnologia en la comprension y
transformacion de los contextos actuales. A lo largo de sus péaginas, se percibe un interés
comun por vincular el conocimiento con la realidad, abordando problematicas concretas
y proponiendo caminos posibles para su analisis y mejora.

Con el proposito de facilitar la lectura y dar coherencia al conjunto, los trabajos
han sido organizados en dos grandes ejes, que dialogan entre si: ciencia y tecnologia.
Esta division no pretende establecer fronteras rigidas, sino mas bien destacar dos
dimensiones complementarias del conocimiento.

En el eje de ciencia se reunen investigaciones que parten de la observacion, el
analisis y la comprension de fendmenos naturales, ambientales y sociales. Los estudios
aqui incluidos abordan cuestiones como la produccion agricola, la microbiologia, el
emplazamiento urbano, la contaminacion ambiental y la calidad de los ecosistemas, asi
como reflexiones sobre los fundamentos tedricos que han acompanado el desarrollo del
pensamiento cientifico y econdmico. En conjunto, estos trabajos permiten dimensionar
la relevancia del conocimiento cientifico como base para la toma de decisiones y la
construccion de soluciones sostenibles.

Por su parte, el eje de tecnologia concentra contribuciones orientadas al disefio,
la aplicacion y la innovacion. Se presentan propuestas que van desde el desarrollo de
dispositivos y sistemas técnicos hasta las tecnologias de tratamiento de aguas residuales
industriales o el uso de herramientas digitales en contextos educativos, pasando por
analisis vinculados al impacto de las tecnologias en la sociedad contemporanea. En este
sentido, los trabajos evidencian como la tecnologia no solo responde a necesidades
concretas, sino que también transforma las formas de interaccion, aprendizaje y
produccién de conocimiento.

En conjunto, este volumen pone de manifiesto que ciencia y tecnologia no
pueden pensarse de manera aislada. Ambas se entrelazan constantemente, nutriéndose
mutuamente y contribuyendo al desarrollo ambiental, cultural y socioeconomico. Mas alla
de sus diferencias, comparten un mismo proposito: generar conocimiento significativo y
aplicable, capaz de dialogar con los desafios de nuestro tiempo.

Se trata, en definitiva, de una obra que invita a una lectura atenta y abierta,
reconociendo la riqueza de enfoques y la diversidad de contextos desde los cuales se
produce conocimiento.

Xosé Somoza Medina
Universidad de Leon, Espanha
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ABSTRACT: This research focuses on the
existing possibility for users to engage in
the inappropriate use of Information and
Communication Technologies (ICT) and aims
to understand why individuals resort to acts
of harassment, hate, and crime, affecting
others in the position of victims. Objective: To
study the use of ICT as a means to provoke
harassment, hate, and crime. Method: The
methodology employed a mixed approach,
combining descriptive and non-experimental
design. The sample consisted of seven (7)
authors for qualitative analysis, examining
legal contributions to preventing cybercrime.
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Additionally, 45 young individuals aged 18 to
25 were analyzed for the quantitative study
to demonstrate the prevalence of these
incidents in this age range. Triangulation was
consistently applied for discussion, aiming to
establish a more specific understanding of
the reality surrounding harassment, hate, and
crime on the web. Results: It was revealed
that approximately 60% of the respondents
experienced harassment to varying degrees,
with 58% falling victim to it. An 82% did not
experience threats, and 63% did not feel a
negative impact on their mental health due
to these online experiences. This indicates
a high incidence of online harassment and
victimization, especially among young people,
along with a significant underreporting of these
situations and an impact on mental health in
some cases. Conclusion: While freedom of
expression is a fundamental right supported
by various international legal systems, it is
crucial that its exercise be balanced with legal
responsibilities to prevent online hate speech
and incitement to violence. This balance is
necessary to curb the ease with which these
crimes occur, ultimately impacting others.
KEYWORDS: ICT; cybercrime;
cybercriminality; cyberviolence; harassment.

1. INTRODUCTION

the

revolution that began in the late 1960s and

In recent years, technology
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the proliferation of the Internet since the late 1990s have marked a significant shift that
continues to evolve [1]. Consequently, there has been a noticeable increase in the use
of social networks, email, the Internet, and, in general, Information and Communication
Technologies (ICT), to the extent that they have become indispensable in everyday life.
This growth has been further intensified due to the increased use of ICT during the
COVID-19 pandemic, leading to a rise in the number of cyberbullying cases and online
scams, among other issues [2].

It is important to emphasize that young people are always connected and actively
participate in the online world, using devices to carry out their activities in the digital
sphere routinely. ) In this regard, the everyday use of technological devices can lead
to excessive trust in them and a neglect of necessary security procedures, resulting in
serious problems due to improper usage [3].

The use of computer systems with the purpose of provoking, facilitating, or
threatening violence towards individuals, resulting in physical, sexual, psychological,
or economic harm or suffering, may involve the exploitation of a person’s situation,
characteristics, or vulnerabilities. [4]. This phenomenon is known as cyberbullying, where
the term “cyber” focuses on the cybernetic aspect, and “bullying” has Dutch origins
from “boel,” which translates to “lover” but carries negative connotations as it was used
towards pimps. In this interpretation, the emphasis is on the abuse of power component,
as it implies an imbalanced relationship from which the victim cannot free themselves
independently [5].

Building on these considerations, the study addresses various dimensions of
hate speech, including the means of dissemination, the topic, geographical location,
the novelty of the phenomenon, and its evolution, generating quantitative data for each
aspect. Additionally, these variables are analyzed multidisciplinarily to comprehend hate
violence as the outcome of incidents and crimes that have harmful effects, both short and
long term, on the physical and mental health of the victims [1].

Indeed, the use of these platforms has evolved to such an extent that individuals
or groups within their communities seek to denigrate, belittle, and harass others based on
their preferences, nationalities, situations, or physical characteristics that some consider
grounds for degradation and mockery. The influence and pressure exerted by these
platforms are so significant that ordinary people have made the decision to take their
own lives due to mistreatment, insults, threats, and hatred expressed through various

comments involving them, adversely affecting their mental health [6].
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11. INFORMATION AND COMMUNICATION TECHNOLOGIES

The creation and use of Information and Communication Technologies (ICT) have
experienced rapid and significant growth, playing a fundamental role in virtually every
aspect of today’s society. From education to entertainment, social relationships, and the
workplace, they are deeply integrated into all these areas, defining contemporary reality
in a cross-cutting manner [7].

For several years now, the use of ICT has been progressively increasing, being
used daily by millions of people as a complement to their daily functions. While these
technologies have represented a significant advancement for society, criminal networks,
offenders, and even harassers have also used them to commit crimes, implying that
anyone has the freedom to use them without restrictions [2].

According to a study conducted in Spain for the year 2018, WhatsApp (85%),
Facebook (83%), YouTube (63%), and Instagram (44%) were the most frequently used
platforms by users in their daily lives, surpassing Twitter. These users are typically young
(16-30 years old), more often female than male, and belong to Generation Z, dedicating an
average of 58 minutes daily to their use [8].

Without intending to stigmatize ICT, as they offer numerous beneficial possibilities
for humanity, it is important to highlight that the increase in cybercrimes, such as fraud,
identity theft, and online harassment, along with the growing exposure of the population
to these risks, are undeniable facts. These problems ultimately result from individual moral
decisions in the use of these technologies. [7]. To illustrate this, (Table 1) presents a series

of advantages and disadvantages involving ICT as a current means of communication:

Table 1. Advantages and Disadvantages of Virtual Communication.

Advantages

Disadvantages

Allows individuals to maintain continuous
communication with family or friends who reside
far away and whom they cannot see frequently
in person.

Offers the possibility of participating in
Flashmobs, brief online encounters with playful
and entertainment purposes that seek to mobilize
large groups of people.

Keeps the individual informed in real-time about
events in their surroundings, providing the
ability to filter information according to personal
interests.

Keeps people updated on relevant topics
and facilitates their participation in events,
performances, and conferences.

Helps overcome shyness by interacting with
people online before meeting them in person,
allowing for pre-meeting conversations.

Ciéncia e Tecnologia para o Desenvolvimento Ambiental, Cultural e
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If privacy settings are not managed properly,
social networks can pose a threat by exposing
the individual’s private life.

There is a risk of identity theft cases occurring.

There is evidence of a lack of control over shared
personal data.

They can become addictive and consume
a significant amount of time, as they are an
attractive source of entertainment.

They have the ability to appropriate all content
posted on them.
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Facilitates the exchange of experiences with
the contact network through the publication
of images and videos, such as sharing travel
experiences or visited landscapes.

Offers the opportunity to meet new people
daily, promoting the exchange of perspectives,
traditions, and overcoming cultural, geographical,
and even religious barriers.

Provides access to valuable training and
knowledge related to the professional and market
field by allowing participation in specialized
groups and sharing knowledge with other
members.

Serves as an effective platform for managing
Personal Branding and highlighting the skills
that a person wants to emphasize about their
personality.

Offers a means to disconnect from stress and
daily routine, providing moments of entertainment
through the viewing of humorous videos and
images, such as popular “memes”.

Constitutes an accessible way to search for a
partner and establish relationships through the
Internet.

Represents an effective channel for addressing
social issues in various areas, such as denouncing
abuses of power by politicians or organizing
solidarity actions for the benefit of disadvantaged
groups.

They can be used by criminal individuals to obtain
information about their victims and commit
crimes such as harassment and sexual abuse,
kidnapping, human trafficking, among others.
Some adults may impersonate another person’s
identity and gain the trust of a minor to later
blackmail them.

What is posted on these platforms can persist
over time, even after being deleted.

Contributes to emotional distancing between
individuals and their loved ones. Although it used
to be common for people to gather to socialize
or share anecdotes, now they tend to have
conversations through these platforms.

Online communication lacks the emotional
richness of in-person communication, as it does
not involve visual contact with the other person,
making conversations feel cold and impersonal.

The inappropriate use of social networks by
malicious individuals can lead to cyberbullying,
which involves the misuse of technology, including
social networks, email, and mobile devices, to
blackmail, insult, threaten, or psychologically
harass others, with minors being frequent victims.

As can be observed, the use of ICTs has transformed the way people relate and
communicate, allowing information to flow instantly, which can have a significant impact
on the dissemination of social issues. They have also provided people with a platform to
express their opinions and mobilize around important causes, leading to the creation of
powerful social movements and campaigns. However, it is important to note that, despite
their potential for positive social change, they can also be used negatively to spread
misinformation or incite violence.

1.2.1ICT HARASSMENT

Cyberbullying, also known as cyberbullying, represents a contemporary form of
peer aggression that utilizes ICTs. In this form, harm is inflicted through digital means and
can be perpetrated by a group of people or an individual, while the victim is in a vulnerable
position and struggles to protect themselves [3].

One of the most common types of cyber violence is online harassment, involving a

constant and repetitive series of actions or “continuous harassment” directed towards a
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single person with the intention of causing significant emotional distress and, at times, even
fear of physical harm. In colloquial terms, cyberbullying is often related to or described as
“revenge porn” or “sextortion” [4].

In summary, bullying or school harassment through the use of ICTs is known as
cyberbullying, which is a behavior aimed at causing harm and is repeated continuously,
occurring in the context of an interpersonal relationship where there is a clear power
disparity, adding to this violence through aggressive behaviors towards victims using
communication technology devices [1].

Ultimately, sexual harassment on digital platforms encompasses not only lascivious
or desired behaviors towards the victim but also involves public defamation through
insults, threats, or offensive messages with the intention of damaging the image or moral

integrity of the affected person [9]. Among the types of harassment are the following:

1.2.1. Cyberstalking

Also known as online harassment, it refers to the act of using technology,
especially the Internet, to harass someone over time through psychological aggression.
This behavior, although more common among adults, can be carried out by one or several
people. Typical actions involved in cyberstalking include making false accusations,

tracking, threats, identity theft, and manipulation or destruction of data, among others [8].

1.2.2. Sextortion

Also known as revenge porn, it is the online dissemination of content with the
purpose of exposing, ridiculing, or damaging someone’s dignity, usually after a romantic
breakup or other motives, without the consent of the person involved. This may include
erotic or sexual images, audios, or recordings of a sexual or pornographic nature of a
person, even when those images have been obtained with the victim’'s consent in a private
context [11].

1.3. HATRED THROUGH ICT

The impact of hate-based violence is significant, as it can lead to both physical
and psychological effects, alter people’s behavior, and even influence the dynamics of the
victim’s group and the community at large to which they belong [1].

It is worth noting that young people perceive hate speech as an integrated facet
in the dynamics of online communication and social media. Although they admit that they

do not identify it with the same frequency in the physical environment, they recognize
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the interconnection between both worlds, understanding that both dimensions mutually

influence each other. [1]. Among the types of hatred, [10] describes them as follows:

1.3.1. Electronic insults

The use of offensive or derogatory language by a user on social media or other

platforms towards another person.

1.3.2. Harassment

Repeatedly sending offensive or harassing messages to a person, either through

any type of online messaging.

1.3.3. Denigration

Spreading false or derogatory information about someone, such as the

manipulation and publication of edited photos.

1.3.4. Impersonation

The harasser pretends to be the victim or uses third parties to send aggressive or

offensive messages on behalf of the victim.

1.3.5. Coaxing

Disclosure of the victim’s private information, obtained confidentially or through

persuasion, and its subsequent dissemination without the victim’s consent.

1.3.6. Exclusion

Deliberately excluding or preventing someone’s participation in an online group or

community.

1.3.7. Cyberstalking

Repeatedly sending threatening and harassing electronic communications with

the aim of stalking someone.

1.3.8. HappySlapping

Recording physical assaults that are later published online for public dissemination.
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1.4. CRIME THROUGH ICT

These types of cyber-violence actions, ranging from unauthorized intrusion into
personal data to the deletion of critical information and deliberate obstruction of access
to computer systems or data, have the potential to constitute serious crimes in the digital
context. This underscores the need for robust legislation and effective security measures
to address this growing problem [4].

Among the most common crimes, are identity theft, computer fraud, computer
sabotage, computer espionage, unauthorized access to information systems, and
fraudulent appropriation through electronic means [10] these crimes arise from racism,
gender violence, and homophobia, among others [3]. It should be added that all these
cybercrimes, can be caused by copyright infringement, computer fraud, child pornography,
hate crimes, network security violations, and seizure of computer data. In this way, the
following are presented in Table 2:

Table 2. Male and Female Victimization [2].

Victimizations in Minors M F M F M F M F
2021 2020 2019 2018
Sexual abuse 3 12 4 6 0 7 2 8
lllegal computer access 0 3 1 6 0 2 1 2
Sexual harassment 2 1 0 1 1 1 0 1
Online threats 23 27 17 24 il 25 10 30
Cyber attacks 0 0 1 0 0
Coercion 3 9 3 4 1 6 3 7
Crime of contacting a minor under 2 16 4 15 7 8 4 12

16 through technology for sexual
purposes (grooming)

Discovery/revelation of secrets 1 8 2 5 4 8 0 5
Defamation 1 1 1 0 0 2 1 5
Child pornography 2 3 1 3 2 6 2 2
Sexual provocation 1 1 1 4 1 0 4
Sexual abuse 3 12 4 6 0 7 2 8

According to the data from Table 2, victimizations in minors related to crimes
involving the use of technology and communications are outlined by gender and years.
There is an overall decrease in sexual abuse, illegal computer access, and sexual
harassment over the years, although men seem to be more involved in these crimes. Online
threats are a constant concern, with fluctuating figures affecting both genders. Grooming

shows a downward trend, while defamation increases, mainly among women. Additionally,
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cases of child pornography vary. Overall, these data emphasize the importance of
addressing online crimes and promoting education and awareness to protect minors in

the digital environment.

1.5. LEGAL CONSIDERATIONS FOR CYBERCRIME

It is a phenomenon that manifests to directly and indirectly incite violence
perpetrated by one individual against another, disregarding what the Constitution
establishes. This affects a person’s reputation, respect, perception of their moral and
physical qualities, dignity, and their good name through acts that defame, discredit, distort,
and tarnish the image of a citizen, using the power of the internet and social media to carry
out this type of violence discreetly and directly against the victims [11]. Currently, there is
no legal framework that establishes clear guidelines on how to identify the problem, what
actions to take, and how to sensitize people to prevent such behaviors. The responsibility
for addressing these issues lies with the autonomous communities, which must develop

the corresponding legislation and establish protocols to address these situations [3].

2. METHODOLOGY

This concept does not simply involve merging and diluting the distinctive
characteristics of each approach but recognizing that its essence lies in fully leveraging
the advantages and strengths of each one separately. In mixed research (quantitative and
qualitative), both play significant and complementary roles, with neither one predominating
over the other. Instead, they collaborate together to achieve a more complete and holistic
understanding of the studied reality [13]. Indeed, to learn more about the use of ICT in the
midst of harassment, hatred, and crime, conducting a mixed analysis is more congruent for
the study, delving into both perspectives, which could ensure a comprehensive analysis
of the context.

Continuously, the descriptive method is defined as one that can provide a certain
predictive capacity for future events. However, this prediction requires a solid theoretical
foundation and previous evidence that provides a clear understanding of what might
happen [14]. Thus, a description of the events caused by cybercrime and cyberbullying is
carried out, emphasizing the legal and mental health aspects that this generates.

In the third place, the study is non-experimental as no specific scenario or condition
is created; instead, existing situations that have not been deliberately generated by the
researcher are observed. In this approach, independent variables have already taken

place and are not subject to manipulation, meaning the researcher lacks direct control
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over them and cannot exert influence since they have already occurred along with their
associated consequences [14]. Within this context, situations of harassment, hatred, and
crime carried out through ICT were studied, extracting from it situations such as mental
health problems and new legal actions.

Regarding the population, it is formed by applying specific selection criteria, where
the key distinction between the theoretical population and the study population lies in
the fact that, in the latter, the units of analysis meet predefined selection criteria that are
relevant to the research. The theoretical population serves to support with scientifically
studied facts [16]. Based on this, the study group consists of seven (7) authors who
provide significant contributions regarding the events related to ICT, based on their
particular research, serving as a reference. Another group consists of 45 randomly
selected individuals aged 18 to 25, aiming to determine if this situation is more common
than thought.

To collect data and information from the population, a survey is carried out, which
is a tool that is carried out through an instrument called a questionnaire, aimed only at
people and providing information about their opinions, behaviors or perceptions [14].

A questionnaire with 12 questions was created, addressing important topics such as
sample profile classification, harassment, victimization, discrimination, threats, persuasion,
coercion, discomfort, and insecurity online, as well as the dissemination of private
information, identity theft, reporting of these situations, and the impact on mental health.

Inthe current era, research employs a variety of tools to collect data, highlighting the
importance of triangulation. The large amount of data sometimes requires the researcher
to use a reliable analysis technique. Triangulation plays a fundamental role, especially
when considering the ultimate goal of the research being pursued [17]. As ICT covers a
wide range of aspects, from online social interaction to the impact on mental health and
cybersecurity, it is essential to use multiple data sources and research methods to obtain
a comprehensive and accurate understanding.

Triangulation allows contrasting and verifying the information collected in different
ways, increasing the reliability and validity of the findings. Addressing such a relevant
topic in contemporary society, it is crucial to ensure that the results are robust and
representative, further reinforcing the relevance of triangulation in research on ICT and its

effects on people’s lives.

3. RESULTS

The results allow detecting the differences between actions performed and

actions that should be performed; identify strengths and weaknesses of processes;
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promote proposals and make positive changes, and measure the efficiency of
processes [14].

Hence, the purpose of this survey was to investigate the events caused by the
use of ICT as a means to provoke harassment, hatred, and crime. The obtained results
provided a comprehensive view of how these technological resources, when misused,
significantly affect individuals in terms of their integrity and mental well-being, compelling

global governments to enforce legal changes.

31. QUANTITATIVE ANALYSIS

In the quantitative section, 13 questions were established for 45 individuals aged
18 to 25. These questions were specifically designed to gather information about their
own experiences using ICT in the context of harassment, hatred, and crime. The goal was

to understand how frequent these events are and how they impact mental health.
1. Select your type of gender

Table 3. Gender.

Responses Quantity Percentage
Male 21 47%
Female 24 53%

Total 45 100%

Graphic 1. Gender.

m Male Female

53%

Of the participants, 47% are men, while 53% are women. This relatively balanced
gender distribution is essential to ensure the representativeness of the sample and will
allow for a more comprehensive understanding of how ICT affects individuals of different

genders in relation to online harassment, hatred, and crime.
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2. Select your age

Table 4. Age.
Responses Quantity Percentage
18 11 25%
19 18 40%
20 10 22%
21 0 0%
22 6 13%
23 0 0%
24 0 0%
25 0 0%
Total 45 100%
Graphic 2. Age.
H18 W19 W20 W21 m22 =23 24 25

0% 0% 0%
0%

Among the participants, 25% are 18 years old, 40% are 19 years old, and 22% are

20 years old. Additionally, it is observed that 13% are 22 years old, and no participants of

older ages were recorded in the sample. The research focuses primarily on young adults,

which may be relevant for understanding how ICT affects this particular demographic

group in relation to online harassment, hatred, and crime.

3. Have you experienced any form of online harassment or bullying

(cyberbullying) in the last 12 months?

Table 5. Harassment Experience.

Responses Quantity Percentage
No, | have never experienced online 27 15%
harassment.

Yes, once. 29%

Yes, a few times. 42%

Yes, frequently. (0] 14%

Total 45 100%
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Graphic 3. Harassment Experience.

® No, | have never experienced online harassment ®Yes, once & Yes, a few times Yes, frequently

20% 0%
|

It is revealed that 60% of the respondents have experienced some level of online
harassment during that period. Of these, 29% reported experiencing it once, while
42% experienced it a few times. Surprisingly, 15% of the participants claimed they had
never experienced online harassment in the last 12 months. These results highlight the
prevalence of cyberbullying in the sample and the importance of addressing this issue in

research on the impact of ICT on online harassment, hatred, and crime.

4. Have you been a victim of offensive comments, insults, or mockery on social

media platforms or other websites?

Table 6. Victimization.

Responses Quantity Percentage
No, | have never been a victim of 19 42%
offensive comments

Yes, on one occasion 1 24%

Yes, on several occasions 12 27%

Yes, on many occasions 3 7%

Total 45 100%

Graphic 4. Victimization.

m No, | have never been a victim of offensive comments
m Yes, on one occasion
m Yes, on several occasions

Yes, on many occasions

@)
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The results have shown that 58% of the respondents have experienced some
level of online victimization. 24% reported having experienced it on one occasion, while
27% experienced it on multiple occasions. Finally, 7% of the participants claimed to have
been victims of offensive comments on many occasions. These findings underscore
the frequency with which people are subjected to offensive comments online and
emphasize the importance of addressing this aspect in the context of research on the
impact of Information and Communication Technologies (ICT) on online harassment,
hatred, and crime.

5. Have you been the target of discrimination or hate comments online due to

your gender, sexual orientation, ethnicity, religion, or another characteristic?

Table 7. Discrimination.

Responses Quantity Percentage
No, | have never experienced online 27 60%
discrimination

Yes, on one occasion 10 22%

Yes, on several occasions 8 18%

Yes, on many occasions 0 0%

Total 45 100%

Graphic 5. Discrimination.

® No, | have never experienced online discrimination
M Yes, on one occasion
m Yes, on several occasions

Yes, on many occasions

0%

It was found that 40% of the respondents have experienced some form of online
discrimination, with 22% reporting having encountered it on one occasion and 18% on
multiple occasions. The option for “many occasions” was not selected. These results
highlight the presence of online discrimination and underscore the need to address this
issue in the context of research on Information and Communication Technologies (ICT)

and their relationship with this study.
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6. Have you received threats of physical violence or harm through messages or

online posts?

Table 8. Threats.

Responses Quantity Percentage
No, | have never received online threats 37 82%

Yes, on one occasion 7 16%

Yes, on several occasions 1 2%

Yes, on many occasions 0 0%

Total 45 100%

Graphic 6. Threats.

® No, | have never received online threats
M Yes, on one occasion
| Yes, on several occasions 2%

Yes, on many occasions
0%

It was demonstrated that the vast majority, 82%, has not experienced this type

of online threats. However, 16% reported having received threats on one occasion, and

a small percentage of 2% indicated having received them on multiple occasions. There

were no responses indicating having received online threats many times, explaining that

while the threat of physical violence or harm online is not a widespread issue among the

respondents, there is still a significant number of people who have faced this form of

online harassment.

7. Have you witnessed the dissemination of images or private information about

yourself or others without consent online?

Table 9. Someone Close.

Responses Quantity Percentage
No, I have never witnessed this situation 25 56%

Yes, on one occasion 13 29%

Yes, on several occasions 1%

Yes, on many occasions 2 4%

Total 45 100%
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Graphic 7. Someone Close.

m No, | have never witnessed this situation

M Yes, on one occasion

I Yes, on several occasions
Yes, on many occasions

It is shown that approximately 56% of the respondents indicated that they have
never witnessed this situation. On the other hand, 29% claimed to have witnessed it on
one occasion, while 11% reported seeing it several times, and 4% mentioned observing
it many times. These results suggest that the non-consensual dissemination of private
information online is a problem that some participants have experienced at different levels
of frequency, emphasizing the importance of addressing online privacy protection and

preventing this type of behavior.

8. Have you ever felt uncomfortable or unsafe due to interactions with unknown

individuals online?

Table 10. Discomfort.

Responses Quantity Percentage
No, | have never felt uncomfortable 8 18%

online

Yes, on one occasion 19 42%

Yes, on several occasions 16 36%

Yes, on many occasions 2 4%

Total 45 100%

Graphic 8. Discomfort.

H No, | have never felt uncomfortable online
H Yes, on one occasion
" Yes, on several occasions
Yes, on many occasions 4%
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A variety of experiences were revealed, with 18% indicating they have never felt
uncomfortable online. However, a significant percentage of 82% reported experiencing
some degree of discomfort or insecurity in their online interactions. Within this group,
42% mentioned feeling uncomfortable on one occasion, 36% stated that this has
happened on multiple occasions, and 4% expressed experiencing this discomfort many
times. These results underscore the need to address and promote online safety and the
management of interactions with strangers as essential aspects of user experience in
the digital environment.

9. Have you been persuaded or coerced online to do something you did not

want to do?
Table 11. Persuasion.

Responses Quantity Percentage
No, | have never been persuaded or 34 76%
coerced online
Yes, on one occasion 10 22%
Yes, on several occasions 1 2%
Yes, on many occasions 0 0%
Total 45 100%

Graphic 9. Persuasion.

® No, | have never been persuaded or coerced online
M Yes, on one occasion

Yes, on several occasions

Yes, on many occasions

2%
\

e

The majority of respondents, at 76%, indicated that they have never experienced
this type of online persuasion or coercion. However, 22% mentioned being persuaded on
one occasion, and 2% stated that this has happened on multiple occasions. No participant
reported experiencing this situation many times. While online persuasion is not a common
experience for most respondents, there is still a significant segment of the population that
has faced this type of pressure in their online interactions, underscoring the importance of

addressing online safety and awareness on various fronts.
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10. Have you experienced identity theft online by someone else?

Table 12. Identity Theft.

Responses Quantity Percentage
No, my online identity has never been 38 84%
usurped

Yes, on one occasion 5 1%

Yes, on several occasions 2 5%

Yes, on many occasions 0 0%

Total 45 100%

Graphic 10. Identity Theft.

® No, my online identity has never been usurped

H Yes, on one occasion

0%

= Yes, on several occasions

Yes, on many occasions

A significant portion of the respondents, 84%, reported that they have never
been victims of online identity theft. However, 11% mentioned that it has happened to
them on one occasion, and 5% stated that it has occurred on multiple occasions. It
concludes with no participant reporting experiencing online identity theft many times.
These results indicate that, although online identity theft is not a common experience
for the majority of the respondents, there is still a small percentage of the population
that has faced this issue, emphasizing the importance of cybersecurity and education

on online identity protection.

11. Have you ever reported incidents of harassment, hate, or online crime to

authorities or online platforms?

Table 13. Reporting.

Responses Quantity Percentage
No, | have never reported incidents 28 62%

Yes, on one occasion 1 2%

Yes, on several occasions 13 29%

Yes, on many occasions 3 7%

Total 45 100%
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Graphic 11. Reporting.

® No, | have never reported
incidents

® Yes, on one occasion

29%

2%

Specifically, 62% indicated that they have never reported incidents related
to these situations, suggesting a lack of action in the majority of cases. On the other
hand, it is encouraging to note that 29% claimed to have reported multiple times, and
7% even reported many times. Conversely, a small 2% mentioned reporting only once.
In conclusion, there is a need to raise awareness about the importance of reporting
and taking action against online harassment, hatred, and crimes, and to provide greater

support and resources to those facing these situations.

12. Do you feel that negative online experiences have had an impact on your

emotional and mental well-being?

Table 14. Mental Health.

Responses Quantity Percentage
No, | do not feel a negative impact 19 63%

Yes, on one occasion 12 31%

Yes, on several occasions 13 4%

Yes, on many occasions 1 2%

Total 45 100%

Graphic 12. Mental Health.

® No, | do not feel a negative impact ® Yes, on one occasion
M Yes, on several occasions Yes, on many occasions
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To conclude, the majority of respondents, 63%, do not feel a negative impact on
their mental health. However, a significant 31% stated they have experienced an impact on
their emotional and mental well-being at least once due to these experiences. Additionally,
4% mentioned feeling this impact multiple times, and a small 2% said they have felt it
many times. Indeed, it is important to address the negative consequences that online
experiences can have on people’s mental health and provide support and resources for

those who face them recurrently.

3.2. QUALITATIVE ANALYSIS

To begin this section of the study, the qualitative analysis was conducted in
(Table 15) by examining seven (7) authors who explored the topic. These authors were
randomly selected from Google Scholar based on the current period from 2019 to 2023
to understand their contributions in the legal and criminal context, as they are the ones

most researched to control the issues of harassment, hatred, and crimes using ICT.

Table 15. Qualitative Analysis.
Title

No. Author(s) and year Journal, University, and
websitePrincipio del

formulario

1 Gomez, M., Garcés, F. y
Moran, M. (2023)

The crime of technological
harassment and Ecuadorian
legislation.

lustitiaSocialis, VIII, VIII, (1),
105-120

2 Moreno y Arroyo (2022) The Crime of Technological RLCS, (80),
Harassment and Ecuadorian 347 - 363
Legislation.
3 Quezada, et al., (2022) Networks, Monitoring Systems, RISTI, E54,
and Mobile Applications to 419 - 435.
Combat Hate Speech and
Crimes in Europe.
4 Carriedo, L. (2022). Teenagers’ Overexposure to Research and Innovation
Cybercrimes in Ecuador. Center in Information
and Communication
Technologies.Principio del
formulario
5 Cook (2022) Computer Crimes in the Face Comparitech
of Human Rights Standards
and Freedom of Expression in
Mexico.
6 Val, L. (2019) Data and Statistics on University of Valladolid
Cyberbullying from 2018 to
2022. Comparitech.
7 Aguilar, S. (2021) Hate Crimes on Social Media. CEUTEC Technological

University Center
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In the global context, when analyzing articles and declarations of human rights
from various international legal systems, such as the Universal System, the American
System, the African System, and the European System, which emphasize the right to
freedom of expression and the importance of receiving and disseminating information
and ideas without unjustified restrictions, they establish that freedom of expression is a
fundamental right that includes the right to seek, receive, and communicate information
by any means and without limitation of borders [11].

In historical terms, the concept of “hate crimes” has been a subject of debate
and definition in academic circles, without reaching a clear consensus. For some, these
crimes are characterized by the presence of prejudices that motivate the offense, while
others argue that the victim’s belonging to a hated social group defines them. The origin
of this concept dates back to 1985 in the United States when numerous crimes based on
racial and ethnic prejudices were investigated. The FBI adopted the term due to its media
impact and message [6].

To address technological harassment, the United States enacted the State
Communications Act, which focuses on punishing those who attempt to extort by
threatening to harm someone’s reputation or property. This law provides for fines,
imprisonment of up to two years, or both penalties. Additionally, there is the Interstate
Stalking and Prevention Act, which establishes different levels of penalties based on the
severity of the case for anyone using technological means to cause serious emotional
distress to another person or to put them in reasonable fear of harm, including death [12].

Itis important to note that hatred itself is not a crime, as the protection of civil rights
in the country gained significant momentum after the murders of civil rights workers in
1964. The Supreme Court ruling also emphasizes that hate speech cannot be a punishable
offense and that legislation varies based on each state’s historical experience. Hate crimes
are defined as those committed due to race, religion, gender, sexual orientation, gender
identity, or perceived or actual disability, and were addressed by the Matthew Shepard
and James Byrd, Jr. Hate Crimes Prevention Act [6].

Nevertheless, the right to freedom of expression may be subject to certain
restrictions, such as the protection of national security, public order, public health, public
morals, and the rights and reputation of others, highlighting the need to balance freedom
of expression with appropriate legal responsibilities and limitations in a democratic society.
It is emphasized that propaganda in favor of war and the advocacy of national, racial,
or religious hatred that incites violence or illegal actions against individuals or groups is
prohibited [11].
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Statistically, according to research published in the Multimedia Systems journal,
the majority of cases of cyberbullying in Canada, the United Kingdom, and the United
States involve minors. Studies conducted in the United States by the Cyberbullying
Research Center revealed that among students aged 12 to 17, 7% have experienced digital
harassment, while 30% have been victims of rumors and gossip on social media. Another
study by the National Crime Prevention Center found that 43% of young people were
victims of this type of online crime. Additionally, the Pew Research Center reported in its
records that 59% of the surveyed individuals had experienced cyberbullying [18].

In Spain, statistical data from the report on the evolution of incidents related to
hate crimes shows 1,334 incidents related to hate crimes, with 189 of them occurring
on the Internet (45%) or social media (23%). This is compounded by an abundance of
intolerant comments, popularly dubbed “hate”, against xenophobia and intolerance
in digital newspapers [1]. Furthermore, according to [8], Spanish criminal legislation

addresses various types of cybercrimes, including:

3.21. Threats

Protecting individual freedom and the sense of security, regulated in articles 169

to 171 of the Penal Code, often related to harassment such as cyberbullying.

3.2.2. Coercion

Protecting individual freedom, regulated in articles 172 and 173 of the Penal Code,

often related to acts of “stalking” (harassment).

3.2.3. Sexual Abuse

Regulated in articles 181 to 183 BIS of the Penal Code, addressing offenses
against sexual freedom or integrity without the need for violence or intimidation, including

“grooming” in article 183 ter.

3.2.4. Exhibitionism and Sexual Provocation

Penalizing obscene acts and the sale, dissemination, or exhibition of pornographic

material, regulated in articles 185 and 186 of the Penal Code.

3.2.5. Child Pornography

Penalizing the production, sale, distribution, and exhibition of child pornography in
articles 187 to 189 of the Penal Code, with legal liability for legal entities.
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3.2.6. Disclosure and Revelation of Secrets

Regulated in articles 197 to 201 of the Penal Code, protecting privacy and
sanctioning unauthorized access or disclosure of data, electronic documents, or the

interception of communications.

3.2.7. Slander and Libel

Articles 205 to 210 of the Penal Code sanction the imputation of false facts

constituting a crime and injury to honor, respectively.

3.2.8. Computer Damage

Article 264 of the Penal Code punishes damage to others’ computer systems,

including unauthorized access.

3.2.9. Identity Theft

Although not an autonomous crime, it can be part of other offenses, such as

“stalking” or “child grooming”.

3.210. Incitement to Hate and Violence against Groups

Article 510 of the Penal Code sanctions the provocation of hatred, discrimination,
or violence against groups based on racist, religious, sexual, among other motives.

In another context, Ecuador's Comprehensive Organic Penal Code (COIP)
addresses a National Cybersecurity Policy, emphasizing the awareness of technology
companies regarding the issue to provide protection to their users and benefit the national
economy [9]. The latest reform of Honduras’ Penal Code in 2020 addressed various
cybercrimes but did not specifically classify sexual harassment on online platforms.
Given the breadth and constant evolution of social media, current legislation has gaps
in regulating crimes committed online, underscoring the need for a more comprehensive

and adaptable legal framework to address these issues [10].

4. DISCUSSION

The analysis of the data collected in the mixed-method research on Information
and Communication Technologies (ICT) as a means to incite harassment, hatred, and
crimes reveals significant findings about individuals’ experiences in the digital environment

regarding these issues. Despite cyber violence often originating online, its consequences
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transcend the virtual world, causing harm to both victims and their families. This form of
violence poses moral and psychological threats, with individuals experiencing anxiety and
depression as a result [4].

The sample profile is characterized by a gender balance, with 47% males and 53%
females, ensuring the representativeness of the sample and enabling a comprehensive
analysis of how ICT affects individuals of different genders in relation to online harassment,
hatred, and crime. In terms of age, the majority of participants are young adults, with 25%
at 18 years, 40% at 19 years, and 22% at 20 years. Thirteen percent are 22 years old, and
no participants over the age of 22 were recorded in the sample.

These results indicate that the research primarily focuses on young adults,
which may be relevant for understanding how ICT impacts this particular demographic
concerning the studied issues. Regarding the authors cited in the qualitative section, the
information is based on studies from various sources and perspectives providing a broad
and detailed insight into the topic, as well as the legal and social responses implemented
in different contexts.

Firstly, it is noteworthy that 60% of the participants reported experiencing
some level of online harassment during the studied period, indicating the prevalence of
cyberbullying in the sample and emphasizing the importance of addressing this issue.
Within this group, 29% mentioned experiencing it once, while 42% claimed to have
experienced it multiple times. Furthermore, 58% of respondents indicated experiencing
some level of online victimization, demonstrating that almost six out of every ten have
been subjected to offensive or hostile online comments at some point. Of these, 24%
reported experiencing it on one occasion, while 27% experienced it multiple times.

Regarding online discrimination, 40% stated having experienced some form of
discrimination, indicating they have faced these situations. However, 22% of participants
claimed to have experienced it once, and 18% experienced it multiple times. While the
percentages are lower than those of harassment and victimization, they still point to the
need to address the issue of online discrimination. On the other hand, a concerning aspect
is that 16% claimed to have received online threats on at least one occasion. Although
not a widespread issue among participants, this result underscores that a significant
number of individuals have faced online threats, highlighting the importance of addressing
cybersecurity and preventing such behavior.

Regarding online identity theft, 84% reported never having experienced this type
of issue, while 11% mentioned it occurring on one occasion. This indicates that a small

percentage of the population has faced this problem, emphasizing the importance of
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cybersecurity and education on protecting online identity. These findings underscore the
need to address and promote online security, manage online interactions, and prevent
negative behaviors in the digital environment.

Onaglobal scale, there is universal recognition of the right to freedom of expression
as a fundamental principle. However, this right is not absolute and may be subject to
certain legal restrictions, such as protecting national security, public order, public health,
and the rights and reputation of others. This balancing act of freedom of expression with
other responsibilities and legal limitations is crucial in a democratic society. It is important
to note that incitement to national, racial, or religious hatred that incites violence or illegal
actions against individuals or groups is prohibited in many international legal systems,
reinforcing the need to effectively address online hate speech.

Furthermore, statistics on online harassment show that this problem is prevalent
in various countries, especially among young people. In the United States, for example,
digital harassment affects a significant proportion of students aged 12 to 17, with 7%
experiencing digital harassment and 30% falling victim to rumors and gossip on social
media. Additionally, the Pew Research Center reports that 59% of surveyed individuals
have experienced cyberbullying. In Canada, the United Kingdom, and the United States,
most cases of cyberbullying involve minors. These statistics highlight the importance of
addressing online harassment as a serious issue that particularly affects the youth.

In the same vein, the United States has enacted specific laws to address online
harassment and hate crimes, such as the State Communications Act and the Interstate
Stalking and Prevention Act, imposing significant penalties on those engaging in criminal
online behaviors, such as extortion and threats of emotional or physical harm. This
signifies that hate speech itself is not a crime, and legislation varies based on each state’s
historical experience. The Matthew Shepard and James Byrd, Jr. Hate Crimes Prevention
Act is a significant example of legislation protecting individuals against prejudice-based
violence and harassment.

In Spain, progress has been made in legislation and prevention of online hate
crimes. The report on the evolution of incidents related to hate crimes shows a significant
number of incidents related to online hate crimes and social media. The legislation
addresses a variety of cybercrime-related offenses, such as threats, coercion, sexual
abuse, exhibitionism, child pornography, disclosure of secrets, defamation, and computer
damage, among others. This legislation is essential for addressing various forms of online
crimes and protecting the rights and security of individuals, serving as an example that

can be expanded globally.
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In summary, information collected from different sources and contexts highlights
the importance of addressing online harassment, hate, and crimes from legal, social, and
educational perspectives. Fundamental rights, such as freedom of expression, must be
balanced with appropriate legal restrictions to prevent incitement to hatred and violence.
Statistics show that online harassment is a widespread problem, especially among young
people, underscoring the urgency of taking measures to protect online users. Legislation
and national cybersecurity policies are crucial tools for addressing these challenges and

promoting a safer and more respectful online environment.

5. CONCLUSIONS

In general, it is essential to promote open communication with minors to identify
possible cases of cyberbullying early on. Instead of downplaying or exaggerating the
situation, it is crucial to approach it with support. Blaming the Internet is not the solution;
rather, the focus should be on listening and providing an appropriate response that does
not expose the victim further or increase their humiliation. Encouraging conversations
about the issue with friends, avoiding keeping it a secret, and not responding to online
provocations while preserving evidence in case of harassment are highly recommended
practices [8].

Efforts to change hate speech through ICT encompass various dimensions, where
legal actions complement social and educational approaches. This requires commitment
from both institutions and companies to ensure this change. Together, these efforts aim to
promote democratic values and create a safer and more respectful online environment for
everyone, discouraging the spread of hate messages facilitated by the anonymity offered
by online media [1].

Regarding these considerations, the triangulation of data and information through
different research methods, such as surveys and theoretical analyses, provides a more
comprehensive understanding of issues related to ICT and online harassment. In this
context, survey results show that online harassment and victimization are common
challenges, emphasizing the need to address online security and promote greater
awareness. While most respondents have not reported instances of online harassment,
it is essential to encourage reporting and provide support to those facing these issues.

Despite freedom of expression being a fundamental right supported by various
international legal systems, its exercise must be balanced with legal responsibilities to
prevent online hate speech and incitement to violence. Hate crimes, though subject to

debate in terms of definition, have a significant impact on victims and require appropriate
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preventive and punitive measures. The pioneering legislations of the United States and
Spain, addressing a variety of technology-related crimes from digital harassment to child
pornography, underscore the need for specific regulations in the digital environment.
Additionally, the impact on individuals’ mental health due to negative online
experiences is a relevant aspect that deserves attention and resources for psychological
support. Moreover, it serves as certified evidence when prosecuting those who have
harmed the affected person. Finally, online identity theft is less common but remains a
significant concern in terms of cybersecurity and protection of online identity. Overall,
this study highlights the complexity of issues related to ICT, online harassment, and
hate speech, emphasizing the need for a multifaceted approach involving society, online

platforms, and legislation to effectively address these challenges.
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